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1 Introduction

Factoring large numbers is an NP-complete problem; the difficulty scales
exponentially with size of the number.

The assumed difficulty of this problem is the basis of many cryptosystems,
including the widely used RSA cryptosystem.

Shor’s algorithm would use a quantum computer to solve this problem in
polynomial time O((logn)?).2

If quantum computers overcome their decoherence and scalability issues,
it would have huge implications for cryptography.

Outline of Shor’s Algorithm

Assume we have a perfectly working classical and quantum computer at
our disposal and we want to factor some integer n.

The quantum computer has been programmed to perform Quantum Fourier
Transforms and can efficiently produce the order r of an element z € Z/nZ.

The classical computer does everything else, including using the Euclidean
algorithm to efficiently calculate the greatest common divisor (ged) of two
integers.?

Then Shor’s factoring algorithm works as follows: (Note, the algorithm
simply finds a nontrivial factor of n; it is not even necessarily prime.)?

1) Choose a random z € Z/nZ

2) First things first, calculate ged(z,n). If the result is nontrivial, con-
gratulations! You have just found a factor of n all by yourself. Have
a cookie.

3) If not, use your quantum computer to find the order r of x (the small-
est integer such that " = 1). If r is odd, the rest of the algorithm
does not make sense, so start again at step 1 with a different z.



4) If 27/2 + 1 = 0 (mod n), then start again at step 1 (I explain this
below).

5) Otherwise, you will find that ged(z™/?4:1,n) are two nontrivial factors
of n.
2.1 Explanation of Steps 4 and 5

o Letn= pr’ where the p; are prime numbers. Then
i

(@ —1)(a"?+1)=2" —1 =10 mod n (1)
because r is the order of z. This implies

(™2 = 1)(@"?+1) = nm mez

=1Ir I @)

e Now, we know 27/2 — 1 # n because by definition r is the smallest integer
that gives us the identity.

o Thus, 27/2 4 1 contains at least one Di.

o We want to find a nontrivial factor of n, so if 27/%2 + 1 = n we should start
over.

e Therefore, both 27/2 4 1 and 27/2 — 1 each contain some prime factors of
n, and if we compute the ged(z"/2 + 1,n) we will get two (not necessarily
prime) factors of n.

2.2 An Example
e Suppose we want to factor n = 21. 5 225 i
5 = e -
¢ Pick x = 2, then our fancy quantum algorithm will tell us r =6. 27 = 3’2 = l ' ”

Now, 2841 = 9 and 23—1 = 7, and we have our prime factors: ged(9, 21) =
3 and ged(7,21) =T.

3 How to Find the Order using a Quantum Com-
puter

e The problem isy given 2 and n, find the smallest r such that z” = 1 (mod
n).

e First, pick some ¢ that is a power of 2, such that n? < ¢ < 2n2.
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We will need two quantum registers with'@ qubits each; they will be repre-
sented by kets and initialized to |0)|0) (Remember, each “0” here actually
represents log, g 0’s)

Put the first register in a uniform superposition of all possible values.

1 &
NG > la)|0)
a=0
This can be achieved by sending each bit in the first register through a

Hadamard gate. For example, if we had 3 bits and we wanted to represent
a superposition of the integers from 0 to ¢ — 1 = 2% — 1 (and forgetting

~—

about normalization): =

000) — (0) + |1)) ® (0) + [1)) ® (|0) + 1))
= [000) + [001) + |010) + |011) + [100) + |101) + [110) + |111) (3)
=10) +11) + [2) + [3) + [4) +15) +16) + |7)

Next, place the second register in the state [z?(mod n)). How to achieve
this using only 1 and 2 qubit universal gates is left as an exercise. Our
quantum state now looks like

1S
ﬁ;}laﬂx (mod n))

Then perform a Quantum Fourier Transform on the first register:

1 &2
lay — NG exp(2miac’ /q)|c’)
0

[

So our quantum state is now

g—1g-—1

% 33" exp(2miac /g)|e!) e (mod )

a=0c¢'=0

Now we take measurements. The probability of being in the state |¢)|z* (mod n)),
where 0 < k < r, will give us r.

2
-1 g-1
197Lg

- Z Z exp(2miac’ /q){c|c}(z*(mod n)|z%(mod n))

q a=0¢'=0
g—1g-1
1 q

== Z Z exp(Qﬂiacl/q)dcc'(sz"(mod n),z®(mod n)
a a=0¢’'=0

Z exp(2riac/q)

a:xe=gk
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where the sum is over all a, 0 < a < ¢ such that 2% = 2* (mod n).
o This is where we use the fact that r is the order of .

e Recall k <7 < n < ¢qand a < ¢ The first term in the sum is a = k.
Because 2" = 1 we can proceed to find all of the other terms in the series
adding multiples of r to a.

o In other words, the sum can be written as a sum over b € Z when we write
a=br+k.

1 (g—k—1)/r
- Z exp(2mi(br + k)e/q)
q b=0

(a—k—1)/r 2

= exp(27rilcc/q)a Z exp(2mibre/q) (5)
b=0

(a=k-1)/r
Z exp(2mibre/q)
b=0

1
q

e Without loss of generality, we can replace rc¢ with {rc}, such that the
argument 2m{rc},/q € (—m, 7rJ, ie. —q/2 <{rc}y <q/2

2

(g=k—1)/7
p Z exp(2mire/q)®
b=0
2 (6)
1(‘1—’9—1)/7“
== Z exp(2nib{rc},/q)
q b=0

e This is where things get hairy. Shor pulls out a bunch of math and error
analysis that I do not understand, so I will hand wave from here on out.

o Suppose |[{rc}q| << ¢. Then each term in the sum above has about the
same phase, and we can just turn the sum into an integral.

1 :
p / exp(2mib{rc}q/q)db
0

(7)

If we substitute w = rb/q and suppose k 4+ 1 << g, then we have

(M) (®)

m{relq

‘%/01 exp(2mi{rc}qu/r)du 2 _

e The value of this sinc function is maximal when {rc}, ~ 0.
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Figure 1: ¢ =256, n = 33, x = 5, r = 10!

o Recall that {rc}, is just r¢ modulo q.

e Therefore, if we measure the system to be in state |ey with high probability
(note that k has magically disappeared), then

{re}g=rc—dg=~0

9
=>cr dg ©)
r
where d € Z.
¢ Hence, all we need to do is plot probability versus ¢ and count the number
of peaks.
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